Privacy and Cookie Policy

Consolidated Multibrand of Publitas.com B.V.
Effective Date: 17 July 2025

1. Introduction

Welcome to Publitas Holding B.V. This Privacy and Cookie Policy applies to all entities and platforms
operated under Publitas Holding B.V., including Publitas.com B.V., WePublish B.V., OnlinePublisher B.V.,
and the platforms Folders.nl, PromoButler, and Spott.ai (hereafter referred to as "Publitas Holding," "we,"

"our," or "us").

We are committed to processing personal data in compliance with applicable global privacy laws,
including but not limited to the General Data Protection Regulation (GDPR), California Consumer Privacy
Act (CCPA), Brazil's General Data Protection Law (LGPD), China’s Personal Information Protection Law
(PIPL), Singapore’s Personal Data Protection Act (PDPA), and Canada’s Personal Information Protection
and Electronic Documents Act (PIPEDA). This policy explains how we collect, use, disclose, and protect
your personal data across all our platforms.

If you have any questions or concerns, please contact us at privacy@publitas.com.

2. Who We Are

This Privacy and Cookie Policy applies to the processing of personal data across all websites and SaaS
solutions operated by, or directly/indirectly part of, Publitas.com B.V., via Publitas.com Holding B.V.

This includes, but is not limited to, the following domains and platforms:

e Publitas — digital catalogs and interactive content solutions

e WePublish — advertising and media solutions

e OnlinePublisher — digital publishing and marketing automation solutions
e Folders — digital flyer distribution and engagement

e Promozilla — digital flyer distribution and user engagement

e PromoButler — promotional distribution and online deals

e Spott — interactive content and Al-powered media tools



Publitas.com B.V. is the primary operating entity of all platforms listed above and any other affiliated SaaS
services. All services belong to or are operated by Publitas.com B.V., directly or through its parent
company, Publitas.com Holding B.V.

While this policy provides a unified privacy framework, specific features—such as newsletter sign-ups,
tracking preferences, or consent requests—may differ slightly between platforms. These differences will
be communicated during interaction via cookie banners, sign-up forms, or in-app consent notices.

We also collaborate with select third-party partners, such as media groups and publishers, to offer
co-branded or hosted experiences. In such cases, services may be embedded in or served from our
partners' infrastructure, including those in other countries. Depending on the nature of the collaboration,
data may be processed under joint responsibility or with clearly defined roles as independent controllers.
Such arrangements are governed by contractual agreements to ensure compliance with all applicable
data protection laws, including the GDPR. Data is only shared when necessary for service delivery,
analytics, or co-branded marketing initiatives.

If you have questions about data processing under this policy or want to clarify which party is responsible

for a specific feature or platform, please contact us at privacy@publitas.com.

3. Data Processing Roles and Responsibilities

Publitas Holding may act as a data controller or processor depending on the service. For some platforms,

such as Folders.nl, our role may shift depending on the service provided:

e Basic PDF Publication Only:

e What we do: The client provides a finished PDF, and we publish it on folders.nl.

e Processor activities: None or minimal. Folders.nl may still collect usage data, but unless
that data is linked or made available to the client, we are likely the controller of that usage
data.

e Processor status: Folders.nl is not a processor in this case. (Exception: if we deliver
access to raw analytics tied to that specific PDF, that element could shift into processor

territory.)

e Enhanced Publication (e.g., searchable folder, tagging, analytics):
e What we do: Enable search inside the PDF, add tags or metadata, and provide
client-specific analytics.
e Processor activities: Process behavioral data (e.g., which pages were viewed, clicks, time

spent), process any data necessary to tag or enrich the folder under client instructions.



e Processor status: Folders.nl acts as a processor for those elements. The client controls

how that data is used and instructs us to process it.

e Folders Created via Publitas Tool:
e What we do: The client uses the Publitas tool to create the folder. Folders.nl hosts it and
may enrich it with tracking, analytics, search, etc.
e Processor activities: Same as for Publitas clients: user interaction tracking, tagging,
searchability, and hosting.
e Processor status: We are a processor, just like standard Publitas clients. The client is the

controller, and all processing is under their instruction.

For other platforms, similar distinctions apply based on the service provided and the data processed.

4. What Personal Data We Collect & Why

We collect and process different types of personal data depending on how you interact with our platforms.

e Information You Provide to Us
e Personal Identification Data: Name, email address, phone number, and postal address.
e Account Credentials: Login information such as username and password.
e Communication Data: Any information you provide in messages or emails.

e Preferences and Interests: Based on your interactions with our platforms.

e Information We Collect Automatically
e /P Address & Device Information: Device type, browser type, OS version.
e Usage Data: Pages visited, interaction behavior, referral sources.

e [ocation Data: Derived from IP address or explicit device permissions.

5. Children’s Data and Sensitive Data

Our services are not intended for children under 16, and we do not knowingly collect personal data from
children. If we discover that we have inadvertently collected personal data from a child, we will delete

such data as soon as possible.

We do not process special categories of personal data (such as health data, biometric data, or data
revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union

membership) unless such data is explicitly provided by a user for a specific purpose and with explicit



consent. In such cases, we apply additional safeguards and process the data strictly following applicable

laws.

6. Third-Party Data Sharing

We may use third-party service providers for analytics, advertising, and security:

e Analytics & Tracking: We use trusted analytics providers to understand how users interact with
our platforms. These services help us improve our offerings and user experience.

e Security & Performance: We rely on industry-leading security and performance providers to
protect our platforms and ensure fast, reliable access.

e Marketing & Advertising: Depending on the product or service, we may use tools such as
Facebook Pixel, LinkedIn Insights, and Google Ads to measure the effectiveness of our
campaigns and deliver relevant content to users. Using these tools is always subject to user
consent where required by law.

e Internal and External Tools: We use various internal and external tools to support our business
processes, including project management, email communication, payment processing, and
collaboration platforms. These tools may process personal data as necessary for their intended

purposes and are selected for their strong security and data protection standards.
We do not sell personal data to third parties.

7. Use of Anonymized Customer Data for Benchmarking and

Insights

We use anonymized customer data to improve our services through internal benchmarking and to
provide industry-wide insights via external benchmarks. These benchmarks compare performance
across similar retailers without revealing any personal or identifiable information.

External benchmarking is enabled by default except for enterprise customers who have explicitly
declined this use in their contracts. Customers can opt out through their dashboard at the account,
group, or publication level. We communicate these options clearly.

Anonymized data is stored securely and retained indefinitely unless removal is requested. Exceptions for
customers with specific contractual restrictions are managed individually by account managers.

By using our services, customers agree to participation in anonymized benchmarking as described and

control their preferences accordingly.



8. Subprocessor Notifications

We may engage trusted subprocessors to assist in providing our services. Our Data Processing
Agreement (DPA) manages subprocessor notifications, including details about the types of processing
and the safeguards in place. For more information about our subprocessors and how we manage them,

please refer to the DPA or contact us at privacy@publitas.com.

9. Legal Basis for Processing

Under GDPR, we process personal data based on:

e Consent (e.g., when subscribing to newsletters or accepting cookies).
e Contractual Necessity (e.g., account management).
e Legitimate Interests (e.g., analytics and fraud prevention, where permitted).

e Legal Compliance (e.qg., fulfilling regulatory obligations).

10. Your Rights & Choices

As a data subject, you have the following rights:

e Access & Rectification: Request a copy of your data or correct inaccuracies.
e FErasure (Right to be Forgotten): Request deletion of your data.

e Data Portability: Request your data in a structured format.

e Objection & Restriction: Limit processing in some instances.

e Withdraw Consent: Change cookie preferences or unsubscribe from emails.

To exercise these rights, contact privacy@publitas.com.

11. Data Transfers & Storage

Primary storage locations: Ireland and the Netherlands. All personal data is stored within the European
Economic Area (EEA) whenever possible. In limited cases, data may be transferred outside the EEA only
to subprocessors that offer an equivalent or higher level of protection, and only when such transfers are
governed by the most current and valid safeguards approved under GDPR Article 46, including the use of
Standard Contractual Clauses (SCCs) or the EU-U.S. Data Privacy Framework, where applicable.

These subprocessors are carefully selected based on their security standards and certifications, often

exceeding those available within the EEA. We ensure that such providers are contractually bound to



uphold strong security, confidentiality, and data protection standards in line with the obligations of this

policy and the applicable law.

12. Data Breach Notification

In the event of a personal data breach, we will notify the relevant supervisory authority without undue
delay and, where feasible, within 72 hours of becoming aware of the breach, unless the breach is unlikely
to result in a risk to the rights and freedoms of individuals. If the breach is likely to result in a high risk to
individuals' rights and freedoms, we will notify the affected individuals without undue delay. All data
breach notifications will include information about the nature of the breach, the categories and
approximate number of individuals concerned, the likely consequences, and the measures taken or

proposed to address the breach.

13. Contact for Data Protection Authority

If you have concerns about our use of your personal data, you may contact the relevant data protection

authority. For users in the Netherlands, the supervisory authority is:

Autoriteit Persoonsgegevens (Dutch Data Protection Authority)
Postbus 93374

2509 AJ DEN HAAG

The Netherlands

Phone: +31 70 888 85 00

Email: info@autoriteitpersoonsgegevens.nl

Web form: https://autoriteitpersoonsgegevens.nl/nl/meldingsformulier-klachten

You may contact your local data protection authority for users in other EU Member States.

14. What about cookies?

Cookies are small text files that websites store on your device to remember your preferences, enhance
site functionality, and provide insights into how users interact with the platform. We use cookies and
similar technologies to improve your experience and analyze the use of our platforms. We set cookies

only when you log into the Publitas app or accept cookies on our websites.


https://autoriteitpersoonsgegevens.nl/nl/meldingsformulier-klachten

When viewing publications, Publitas itself does not set cookies. Any cookies present during publication
viewing come from third-party tools configured by our customers, such as Google Analytics or embedded

video providers.

For password-protected publications, we use a functional cookie to manage access. Some customers

also enable an e-commerce tracking script that may set additional cookies on their websites.

Our analytics services, including Google Analytics 4, support IP anonymization and primarily store data
within the European Union. Access to analytics data is restricted to authorized personnel and reviewed

regularly to ensure privacy compliance.

15. Managing Cookie Preferences

You can manage your cookie preferences using:

e Browser Settings
e Consent Management Tool

e Opt-out Links (Google Ads, Facebook Ads)

To withdraw consent, use the consent management tool on our website.

16. Retention Periods

Any data is only stored for as long as legally necessary to provide the service. Analytics data, for
example, is typically retained in anonymized form for up to 26 months, and account-level data is retained
for the duration of your service, plus up to 12 months for security or auditing purposes, unless earlier

deletion is requested.

17. DPA Access

If you act as a business customer or data controller under applicable laws and require a Data Processing
Agreement (DPA) that you have not yet agreed to by signing up to our services, please contact us at

privacy@publitas.com.

18. Other Important Information

e Policy Updates: We may update this policy periodically.



e Automated Content Personalization: Under the Digital Services Act (DSA), we inform users that
we may use automated content personalization or recommendation algorithms for marketing and
targeting purposes. These may rely on cookie-based profiles or user preferences as explicitly
provided. No fully automated decision-making with legal or similarly significant effects is in place.

e User Rights: We respect users' rights to access, correction, objection, deletion, portability, and
restriction of processing. You may lodge a complaint with your local data protection authority if
you reside in the EU.

e Consent Management: We do not apply dark patterns or misleading user interface flows when
requesting consent. All cookie banners and opt-in mechanisms are designed to meet the
transparency and fairness standards under the GDPR and ePrivacy Directive.

e Support: If you require a DPA for your business activities or need support with data portability or
opt-out procedures, contact privacy@publitas.com.

e For any inquiries, contact privacy@publitas.com.

19. Types of Cookies We Use

Below is a complete sheet listing all cookies used across our platforms. This sheet covers Publitas,

Folders.nl, PromoButler, Promozilla, WePublish, and Spott.

Cookie Name Category Duration Purpose / Used On
Description
cookieyes-consent Necessary 1 year Remembers All platforms

users’ cookie
consent
preferences;
does not
collect/store

personal info

_revolution_production_session Necessary Session or  Stores session  Publitas
2 weeks ID for
logged-in

users



li_gc

elementor

ARRAffinity

ARRAffinitySameSite

@secure.s.session

__cfruid

test_cookie

Necessary

Necessary

Necessary

Necessary

Necessary

Functional

Functional

6 months

Never

expires

Session

Session

Local

Storage

Session

Expired

Stores
LinkedIn
consent

preferences

Enables

real-time

content editing

(WordPress)

Maintains

Azure session

stickiness

Same as
ARRAffinity,
with added
SameSite

protection

Stores user
session for

app use

Identifies
trusted
Cloudflare

traffic

Tests browser

cookie support

Publitas,
Spott

Spott

Folders,
PromoButler
, Promozilla,
WePublish

Folders,
PromoButler
, Promozilla,
WePublish

Spott

Folders,
PromoButler
, Spott

Publitas



yt-remote-device-id

lide

VISITOR_PRIVACY_METADATA

ytidb::LAST_RESULT_ENTRY_KEY

yt-player-headers-readable

yt-remote-session-app

yt-remote-cast-installed

yt-remote-session-name

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Never

expires

1 day

6 months

Never

expires

Never

expires

Session

Session

Session

Stores
YouTube video

preferences

LinkedIn data
center

selection

YouTube
cookie consent

tracking

Stores
YouTube
search result

history

Stores
YouTube video
playback

settings

Stores
YouTube
interface

preferences

Stores cast

preferences

Stores
YouTube

session data

Publitas,
Spott

Publitas,
Spott

Spott

Spott

Spott

Spott

Spott

Spott



yt-remote-cast-available

yt-remote-fast-check-period

__hs_initial_opt_in

__hs_opt_out

receive-cookie-deprecation

locale

_cf_bm

Functional

Functional

Functional

Functional

Functional

Functional

Functional

Session

Session

1 week

6 months

6 months

Persistent

1 hour

Stores
YouTube
casting

availability

Stores
YouTube
player

readiness

HubSpot "Do
Not Track"

signal

Stores
HubSpot
opt-out

preferences

Chrome
Privacy
Sandbox

signal

Remembers
language and

locale settings

Supports
Cloudflare Bot

Management

Spott

Spott

Spott

Spott

Folders,
PromoButler
, Promozilla,
WePublish

Folders,
PromoButler
, Promozilla,
WePublish

Folders,
PromoButler
, Promozilla,

Spott



FCCDCF

eoi

ar_debug

_grecaptcha

Functional

Functional

Functional

Functional

13 months

6 months

90 days

Variable

(see note)

Google
Funding
Choices:
stores consent
decisions
(including IAB
TCF string)

Google
AdSense/Ad
Manager:
detects spam
or fraudulent

traffic

Google Ad
scripts:
enables
detailed
logging in
debug mode

Google
reCAPTCHA:
risk analysis
for spam/bot
protection,

stores

device/browser

info (add if

reCAPTCHA is

in use)

Folders,
PromoButler
, Promozilla,
WePublish

Folders,
PromoButler
, Promozilla,
WePublish

Folders,
PromoButler
, Promozilla,
WePublish

All platforms
(if used)



rc::a

-ga

FCNEC

Functional

Analytics

Analytics

Analytics

Never

expires

1 year 1
month 4

days

1 year 1
month 4

days

365 days

Google
reCAPTCHA:
identifies bots
to protect
against spam
attacks (add if
reCAPTCHA is

in use)

Google
Analytics:
calculates
visitor,
session, and

campaign data

Google
Analytics:
stores and
counts page

views

Google
Funding
Choices:
aggregated
statistics on
banner

interactions

All platforms
(if used)

All platforms

All platforms

Folders,
PromoButler
, Promozilla,
WePublish



gsc

gscs

gscw

_gcl_au

_fbp

_hjTLDTest

Analytics Persistent
(Local)
Analytics Persistent
(Local)
Analytics Persistent
(Local)
Analytics 3 months
Analytics 3 months
Analytics Session

GetSiteControl
: remembers
widget
interactions,

avoids repeat

pop-ups

GetSiteControl
: collects richer
session

analytics

GetSiteControl
: collects
widget
performance

data

Google Tag
Manager:
experiments
with
advertisement

efficiency

Facebook:
displays
advertisement

S

Hotjar:

determines

Folders,
PromoButler
, Promozilla,
WePublish

Folders,
PromoButler
, Promozilla,
WePublish

Folders,
PromoButler
, Promozilla,
WePublish

Spott

Spott

Spott



hjSession*

hjSessionUser*

__hssc

__hssrc

Analytics

Analytics

Analytics

Analytics

1 hour

1 year

30 minutes

Session

cookie path for

analytics

Hotjar:
ensures data
from
subsequent
visits is
attributed to
the same user
ID

Hotjar:
ensures data
from
subsequent
visits is
attributed to
the same user
ID

Hubspot:
stores
anonymized

statistics

Hubspot:
stores a
unique session
ID

Spott

Spott

Spott

Spott



__hstc

__gads

__gpi

APC

DSID

Analytics

Advertisemen
t

Advertisemen
t

Advertisemen
t

Advertisemen
t

13 months

13 months

13 months

6 months

2 weeks

Hubspot:

stores the time

of visit

Google
AdSense/Ad
Manager:
measures ad
impressions,
clicks,

frequency

capping, fraud

detection

Google
AdSense/Ad
Manager:
conversion
measurement

and ad

personalization

Google: tags
browser for
ad-delivery,
frequency
capping,
security

checks

Google:
remembers
ad-settings

and links

Spott

Folders,
PromoButler
, Promozilla,
WePublish

Folders,
PromoButler
, Promozilla,
WePublish

Folders,
PromoButler
, Promozilla,
WePublish

Folders,

PromoButler



IDE

goog:cached:topics

bcookie

yt.innertube::nextld

Advertisemen
t

Advertisemen
t

Advertisemen
t

Advertisemen
t

13 months
(EEA/UK) /
24 months

(elsewhere

)

Persistent
(Local)

1 year

Never

expires

activity across

devices

Google: stores
ad impressions
and user
preferences for
personalized

ads

Chrome
Privacy
Sandbox:
stores interest
“Topics” for

relevant ads

LinkedIn:
recognizes
browser IDs
for share
buttons and ad

tags

YouTube:
registers
unique ID to
store data on
what videos
from YouTube
the user has

seen

, Promozilla,
WePublish

Folders,
PromoButler
, Promozilla,
WePublish

Folders,
PromoButler
, Promozilla,
WePublish

Spott

Spott



yt.innertube::requests

YSC

VISITOR_INFO1_LIVE

yt-remote-connected-devices

_cfuvid

Advertisemen
t

Advertisemen
t

Advertisemen
t

Advertisemen
t

Performance

Never

expires

Session

6 months

Never

expires

Session

YouTube:
registers
unique ID to
store data on
what videos
from YouTube
the user has

seen

YouTube:
tracks views of
embedded

videos

YouTube:
measures
bandwidth,
determines
player

interface

YouTube:
stores user’s
video

preferences

HubSpot CDN:

rate limiting

Spott

Spott

Spott

Spott

Spott
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	Spott 
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	Functional 
	Session 
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	Functional 
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	Remembers language and locale settings 
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	Functional 
	Never expires 
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	_ga 
	Analytics 
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	ga* 
	Analytics 
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	365 days 
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	gsc 
	Analytics 
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	GetSiteControl: remembers widget interactions, avoids repeat pop-ups 
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	gscs 
	Analytics 
	Persistent (Local) 
	GetSiteControl: collects richer session analytics 
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	gscw 
	Analytics 
	Persistent (Local) 
	GetSiteControl: collects widget performance data 
	Folders, PromoButler, Promozilla, WePublish 
	_gcl_au 
	Analytics 
	3 months 
	Google Tag Manager: experiments with advertisement efficiency 
	Spott 
	_fbp 
	Analytics 
	3 months 
	Facebook: displays advertisements 
	Spott 
	_hjTLDTest 
	Analytics 
	Session 
	Hotjar: determines cookie path for analytics 
	Spott 
	hjSession* 
	Analytics 
	1 hour 
	Hotjar: ensures data from subsequent visits is attributed to the same user ID 
	Spott 
	hjSessionUser* 
	Analytics 
	1 year 
	Hotjar: ensures data from subsequent visits is attributed to the same user ID 
	Spott 
	__hssc 
	Analytics 
	30 minutes 
	Hubspot: stores anonymized statistics 
	Spott 
	__hssrc 
	Analytics 
	Session 
	Hubspot: stores a unique session ID 
	Spott 
	__hstc 
	Analytics 
	13 months 
	Hubspot: stores the time of visit 
	Spott 
	__gads 
	Advertisement 
	13 months 
	Google AdSense/Ad Manager: measures ad impressions, clicks, frequency capping, fraud detection 
	Folders, PromoButler, Promozilla, WePublish 
	__gpi 
	Advertisement 
	13 months 
	Google AdSense/Ad Manager: conversion measurement and ad personalization 
	Folders, PromoButler, Promozilla, WePublish 
	APC 
	Advertisement 
	6 months 
	Google: tags browser for ad-delivery, frequency capping, security checks 
	Folders, PromoButler, Promozilla, WePublish 
	DSID 
	Advertisement 
	2 weeks 
	Google: remembers ad-settings and links activity across devices 
	Folders, PromoButler, Promozilla, WePublish 
	IDE 
	Advertisement 
	13 months (EEA/UK) / 24 months (elsewhere) 
	Google: stores ad impressions and user preferences for personalized ads 
	Folders, PromoButler, Promozilla, WePublish 
	goog:cached:topics 
	Advertisement 
	Persistent (Local) 
	Chrome Privacy Sandbox: stores interest “Topics” for relevant ads 
	Folders, PromoButler, Promozilla, WePublish 
	bcookie 
	Advertisement 
	1 year 
	LinkedIn: recognizes browser IDs for share buttons and ad tags 
	Spott 
	yt.innertube::nextId 
	Advertisement 
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